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COMMONWEALTH OF PENNSYLVANIA
By Attorney General Josh Shapiro

Petitioner
V.
HERFF JONES, LL.C
Respondent

ASSURANCE OF VOLUNTARY COMPLIANCE

Petitioner, the Commonwealth of Pennsylvania, Office of Attorney General by Attorney General
Josh Shapiro and Respondent, Herff Jones, LLC (“Herff’) enter into an Assurance of Voluntary

Compliance (the “Assurance”) pursuant to the Unfair Trade Practices and Consumer Protection Law, 73

P.S. § 201-1, et seq.; 201-5.

This Assurance is entered into by the Attorneys General of Pennsylvania and New York
(collectively, the “Attorneys General”) and Herff to resolve the investigation by the Attorneys General
into the data security incident announced by Herff on or about May 12, 2021 (the “Breach”).

L ATTORNEYS GENERAL FINDINGS

1; Herff is a limited liability company, based in Indianapolis, Indiana that engages in trade or
commerce by producing and selling yearbooks, class rings, caps and gowns, graduation announcements,
maps, and awards.

2. In connection with the sale of its goods and services, Herff stored, processed, transmitted
and received payment card information from its customers prior to April 2021.

3. On December 15, 2020, an unauthorized actor exploited a vulnerability in Lucee, a

scripting language, to gain access to Herff’s web servers.
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4. On April 7, 2021, Herff received a common point of purchase alert from one of its payment
processors. The processor found “a number of cards tracing back to Herff on three different web sites,
which are known to sell stolen card data.” After notification, Herff disabled access to systems exploited
by the attacker, activated its incident response plan, and engaged a forensic investigator.

S On April 12, 2021, Herff’s vulnerability detection software and management vendor
identified and assisted in patching the Lucee vulnerability.

6. Herff’s investigation revealed the unauthorized actor exfiltrated the data of at least 206,925
cardholders, including names, credit card numbers, CVVs, expiry dates, email addresses, addresses, and
phone numbers. Furthermore, an intelligence provider retained by Herff found approximately 383,610
payment cards for sale on the dark web that are potentially attributable to this incident.

7. During the exfiltration window, 30,295 Pennsylvania residents and 49,228 New York
residents made transactions with Herff. The company began notifying affected consumers on June 15,
2021 and offered complimentary credit monitoring and identity protection services.

8. In investigating the Breach, a third-party Payment Card Industry Forensic Investigator
found three violations of Payment Card Industry Data Security Standards.

9. Herff represented to its customers that it maintained administrative, technical, and physical
security measures to protect against the loss, misuse and/or alteration of their information.

10.  The Attorneys General allege that Herff failed to employ reasonable data security
measures.

11.  The Attorneys General allege Herff’s conduct constitutes violations of the Consumer

Protection Acts and Personal Information Protection Act (both as defined below).

II. ASSURANCES

12.  For the purposes of this Assurance, the following definitions will apply:
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a. “Cardholder Data Environment” (“CDE”) has the same meaning as “cardholder
data environment” as stated in the then current version of the PCI DSS.

b. “Compensating Controls” means alternative mechanisms that are put in place to
satisfy the requirement for a security measure that is determined by the Chief Information Security
Officer (“CISO”) or his or her designee to be impractical to implement at the present time due to
legitimate technical or business constraints. Such alternative mechanisms must: (1) meet the
intent and rigor of the original stated requirement; (2) provide a similar level of security as the
original stated requirement; (3) be up-to-date with current industry accepted security protocols;
and (4) be commensurate with the additional risk imposed by not adhering to the original stated
requirement. The determination to implement such alternative mechanisms must be accompanied
by written documentation demonstrating that a risk analysis was performed indicating the gap
between the original security measure and the proposed alternative measure, that the risk was
determined to be acceptable, and that the CISO or his or her designee agrees with both the risk

analysis and the determination that the risk is acceptable.

G “Consumer” means any Pennsylvania or New York resident who purchases goods
directly from Herff.
d. “Consumer Protection Acts” mean Pennsylvania Unfair Trade Practices and

Consumer Protection Law, 73 P.S. § 201-1, ef seq. and New York General Business Law § 349 and
Executive Law § 63(12).

e. “Effective Date” will be December 14, 2022.

E “Payment Card Information” (“PCI”) means Cardholder Data and Sensitive
Authentication Data as defined by the PCI DSS.

8. “Payment Card Industry Data Security Standard” (“PCI DSS”) means the
active and applicable version of the Payment Card Industry Data Security Standard published by

Payment Card Industry Security Standards Council.
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h. “Personal Information Protection Act” means New York General Business Law
§ 899-bb.

I “Sensitive Personal Information” means information contained within the CDE
of Consumers that is PCI and “personal information” of Consumers as defined under the Breach

of Personal Information Notification Act, 73 P.S. § 2302 (enacted December 22, 2005).

APPLICATION

13 The duties, responsibilities, burdens, and obligations undertaken in connection with this
Assurance apply to Herff, its affiliates, subsidiaries, successors and assigns, and its officers and employees
in the scope of the performance of their job duties for Herff.

GENERAL COMPLIANCE

14.  Herff must comply with the Consumer Protection Acts and Personal Information Protection
Act in connection with its collection, use, and maintenance of Sensitive Personal Information, and shall
maintain reasonable security policies and procedures designed to safeguard Sensitive Personal
Information from unauthorized use or disclosure.

15.  Herff must not misrepresent the extent to which it maintains and protects the privacy,
security, confidentiality, or integrity of Sensitive Personal Information collected from or about Consumers.

INFORMATION SECURITY PROGRAM

16. Herff must develop, implement, and maintain a comprehensive information security
program to govern the CDE (“Information Security Program™) that is reasonably designed to protect the
security, integrity, and confidentiality of Sensitive Personal Information Herff collects, stores, transmits,
and/or maintains, and that must, at a minimum include the requirements set forth in this Assurance to the
extent appropriate based on Herff’s assessment of relevant risks.

17. The Information Security Program includes the following components:
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