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FUOLICE UCRINIINAL CUNIFLAINNI]
COMMONWEALTH OF PENNSYLVANIA

| Magisterial District Number: 11-3-01 i, VS.
. MDJ: Hon. Matthew C. Christopher DEFENDANT: (NAME and ADDRESS):
Address: 33 West Union St. DAVID SHIELDS
First Name Middle Name Last Name Ge

Shickshinny, PA 18655

Telephone: (570)542-4349

X 1-Felony Full
[ 2-Felony Limited

_| 5-Felony Pending Extradition
[] 6-Felony Pending Extradition Determ.

180 Stone Church Rd., Berwick, PA 18603

NCIC Extradition Code Type

] C-Misdemeanor Surrounding States
[] D-Misdemeanor No Extradition
[] E-Misdemeanor Pending Extradition

[] Distance: _____

[] 3-Felony Surmounding States [J A-Misdemeanor Full
[] 4-Felony No Extradition [] B-Misdemeanor Limited [] F-Misdemeanor Pending Extradition
' DEFENDANT IDENTIFICATION INFORMATION = -""* I TR e I ol
Docket Number Date Filed OTN/LiveScan Number Complaint/incident Number Request Lab Services?
)4 016 A [0 YES X NO

GENDER

pos 11/26/1953

-,

| )™ 0
Add’l DOB Co-Defendant(s) [

[] Female AKA
RACE White _] Asian L] Black [ ] Native American ] Unknown
ETHNICITY _] Hispanic DX Non-Hispanic __] Unknown
_ [ GRY (Gray) ] RED (Red/Aubn.) ] SDY (Sandy) [] BLU (Blue) ] PLE (Purple) <l BRO (Brown)
gz;:)r [] BLK (Black) [[] ONG (Orange) ] WHI (White) [ xxx (Unk/Bald) [] GRN (Green) [J PNK (Pink)
[1 BLN (Blonde / Strawberry)
Eye [] BLK (Black) [] BLU (Blue) < BRO (Brown) [] GRN (Green) (] GRY (Gray)
Color [] HAZ (Hazel) [] MAR (Maroon) [] PNK (Pink) [J MUL (Mutticolored) [] XXX (Unknown)
DNA DNA Location WEIGHT (lbs.)
FEINamber | 185
O Yves [ NO Ft. HEIGHT In.

5 J1

Fingerprint Classification:

DEFENDANT VEHICLE INFORMATION

State Registration Comm’'l Veh. | School Veh. [] | Oth. NCIC Veh. Code Reg.
Plate # Sticker (MM/YY) / Ind. [] saB’ e; %
er.

Dl o oo o N

Office of the attorney for the Commonwealth [J Approved [] Disapproved because:

he attorney for the Commonwealth may require that the complaint, arrest warrant affidavit, or both be approved by the attorney for the Commonweatth prior to
filing. See Pa.R.Crim.P. 507).

SDAG CHRISTOPHER JONES 04/1 1/2019
~(Name of the attorney for the Commonwealith) (Signature of the attomey for the Commonweaith) (Date)
I, ROBERT L. DEETER 62
(Name of the Affiant) (PSP/MPOETC -Assigned Affiant ID Number & Badge #
of __ Pennsylvania Office of Attorney General PA0222400

(Identify Department or Agency Represented and Political Subdivision) (Police Agency ORI Number)

do hereby state: (check appropriate box)
1. B | accuse the above hamed defendant who lives at the address set forth above

O | accuse the defendant whose name is unknown to me but who is described as

& I accuse the defendant whose name and popular designation or nickname are unknown to me and whom | have
therefore designated as John Doe or Jane Doe
180 Stone Church Rd., Berwick, Pa

with violating the penal laws of the Commonwealth of Pennsylvania at [228]
18603 ubdivision Code)  (Place-Poltical Subdivision)

in LUZERNE County on orabout 11 APRIL 2019

[40]
County Code

>C412A -~ Rev. 7/18 Page 1 of __



%% POLICE CRIMINAL COMPLAIN

ocket Number: Date Filed: OTN/LiveScan Number Complaint/incident Number
X ZS|\yarg- 4 56-2556
i 17 I A
' DAVID SHIELDS

he acts committed by the accused are described below with each Act of Assembly or statute allegedly violated, if appropriate.

Vhen there is more than one offense, each offense should be numbered chronologically. .
Set forth a brief summary of the facts sufficient to advise the defendant of the nature of the offense(s) charged. A citation to the statute(s) allegedly violated,

ithout more, is not sufficient. In a summary case, you must cite the specific section(s) and subsection(s) of the statute(s) or ordinance(s) allegedly violated.

he age of the victim at the time of the offense may be included if known. In addition, social security numbers and financial information (e.g. PINs) should not
e listed. If the identity of an account must be established, list only the last four digits. 204 PA.Code §§ 213.1 - 213.7.)

nchoate | [] Attempt [] Solicitation [J Conspiracy Number of Victims Age 60 or Older

Dffense 18901 A 18 902 A 18 903

O 6312 () el 0 24 (R [

ad? Offinse Section Subsection PA Statute (Title) Counts Grade NGIC Oftense UCR/NIBRS Code

Code

PennDOT Data - b ,
fety Z [] Work Zone

atute Description (include the name of statute or ordinance): SEXUAL ABUSE OF CHILDREN (POSSESSION OF CHILD PORNOGRAPHY)

ts of the accused associated with this Offense: On or about 11 April 2019 the Defendant knowingly viewed, possessed, or exercised control over
slide, photograph, film, videotape, computer depiction or other material depicting a child under the age of 18 years engaging in a 'prohibited sexual act’ or
1e simulation of such act, as defined in this section; or in a state of nudity for the purposes of sexual arousal or gratification of any viewer or with lewd
bition of genitalia; TO WIT: Defendant used a communication facility to obtain, view, control and otherwise possess at least Twenty-four (24) visual images
deos or similar representations depicting children under 18 years of age in a state of nudity for the purposes of sexual arousal or gratification of any viewer
'or engaging in indecent contact and sexual activity or with lewd exhibition of genitalia, or in prohibited sexual acts, in violation of the Pennsylvania Crimes

L 3
> SErTION O & A 1eI0ONVY O The SCONd aeqree

10ate | [] Attempt [] Solicitation [] Conspiracy Number of Victims Age 60 or Older
ense 18 901 A 18 902 A 18 903
6312 (d) hei1s 26 (3 |
Offensed Section Subsection PA Statute (Title) Counts Grade "c'%gj?"se UCR/NIBRS Code

te Description (include the name of statute or ordinance): SEXUAL ABUSE OF CHILDREN (POSSESSION OF CHILD PORNOGRAPHY)

of the accused associated with this Offense: On or about 11 April 2019 the Defendant knowingly viewed, possessed, or exercised control over

le, photograph, film, videotape, computer depiction or other material depicting a child under the age of 18 years engaging in a 'prohibited sexual act’ or
imulation of such act, as defined in this section; or in a state of nudity for the purposes of sexual arousal or gratification of any viewer or with lewd

on of genitalia; TO WIT: Defendant used a communication facility to obtain, view, control and otherwise possess at least Twenty-six (26) visual images ¢
or similar representations depicting children under 18 years of age in a state of nudity for the purposes of sexual arousal or gratification of any viewer
engaging in sexual activity or with lewd exhibition of genitalia, or in prohibited sexual acts, in violation of the Pennsylvania Crimes Code Section 6312(d),

-
' OF The 1 hira aeqree

ate | [] Attempt ] Solicitation [] Conspiracy Number of Victims Age 60 or Older
1Se 18 907 A 18 902 A 18 903 —r—

Offense# Section Subsection PA Statute (Title Counts Grade NCIC Offense Code UCR/NIBRS Code

INDOT Data .- . |. Accident

Description (include the name of statute or ordinance): CRIMINAL USE OF A COMMUNICATION FACILITY

he accused associated with this Offense: During the time period referenced above, Defendant knowingly or recklessly used a

tion facility, as defined in this section, to commit, cause or facilitate the commission or attempt thereof, any crime, which constitutes a felony under
C.5., namely, possession of images depicting sexual abuse of children as defined
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OTN/LiveScan Number Complaint/incident Number |
X 25|HA7- 56-2556 |
Last |

Middle: :
SHIELDS

defendant be required to answer the charges | have

are true and correct {0 the best of my knowledge of informationand
' ' ’ Code (18 Pa.C.S. § 4904) relating

Unified Judicial

e(s) numbered 1 through __-
ss Policy of the .
n-confidential

piaint consists of the preceding pag
Records Public Accé

4. This com
rovisions of the Case
th_e P jal i ’ d documents differently that no




st PUOLICE CRIMINAL CUNIFLAIT

Docket Number: Date Filed: OTN/LiveScan Number Complaint/Incident Number
)14 X 254274 56-2556
Defendant Name: L ast.
| DAVID SHIELDS

AFFIDAVIT of PROBABLE CAUSE

Your Affiant, Special Agent Robert L. Deeter is assigned to the Pennsylvania Office of Attorney Generql’s
Child Predator Unit. SA Deeter is also assigned to the Internet Crimes Against Children (ICAC) Task Force which

is comprised of Federal, State, and Local Law Enforcement. The task force is responsible for conducting undercover
online investigations, responding to complaints regarding children sexually exploited via the Internet, conducting
community education programs and monitoring of the Internet for the bartering in child pornography. SA Deeter
has been investigating Internet Crimes against Children since January of 2018. Before being employed as a Special
Agent with the Pennsylvania Office of Attorney General, SA Deeter was employed as a law Enforcement Officer
with the Lancaster City Bureau of Police from January of 1991 through January of 2018. SA Deeter has attended
multiple training courses that focused on Internet Crimes Against Children, including computer-based offenses.

Parts of your Affiant’s duties include investigating violations of state law, such as the online exploitation of children.

In particular, violations of Title 18, Section 6312, that criminalizes the possession, receipt, and transmission of child
pornography. Your Affiant has gained experience conducting such investigations through training seminars, classes

and consistent work assignments.

Computer/ Internet and Pornography Definitions
The following are definitions and terms related to computers, the Internet and this investigation:

Internet Protocol (IP) Number:

IP Numbers are a unique set of numbers or letters consisting of 4 parts separated by dots, e.g., 165.113.245.2 in IPv4
format, or up to 8 parts, separated by colons in IPv6 format. This is used to identify devices on the

Internet/Network. Every machine that is on the Internet has a unique IP number which can be used to track the
location of a device. IP numbers are globally unique numeric identifiers that computers use to identify hosts and

networks connected to the Internet.

American Registry of Internet Numbers (ARIN):

ARIN is a nonprofit organization that manages the IP Number resources throughout the Internet for North America,
a portion of the Caribbean and sub-equatorial Africa. This free resource is used to determine the Internet Service
Provider (ISP) for a specific IP number. Other registry organizations are responsible for registering and maintaining
domain names, which are commonly, used unique identifiers that are translated into numeric addresses (IP numbers).
[P numbers are globally unique, numeric identifiers that computers use to identify hosts and networks connected to
the Internet. A free public database lookup is available from their website located at http://www.arin.net. This
database can be searched to determine who an 1.P. address is assigned. This is usually a large business or an Internet

Service Provider (ISP).

Child Pornography:
"Child Pornography" - any book, magazine, pamphlet, slide, photograph, film, videotape, computer depiction or

other material depicting a child under the age of 18 engaged in a prohibited sexual act or in the simulation of such

act
Prohibited Sexual Act: ° /
.

)C 411C - Rev. 07/18 7
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Complaint/Incident Number

OTN/LiveScan Number
116 | X 2514a7- 56-2556
' First: Last:
oetncenthame:  piy | | shieos

Binglmage |
Bing Image Search helps users search the internet for images. Results include thumbnails, full image URLs,

publishing website info, and image metadata.

Probable Cause and Investigation Background

In February 2019, Your Affiant received CyberTip 45856447. According to Cybertip 45 856447, Microsoft Online

Operations; Microsoft BingImage, reported that one (1) sexually explicit image was viewed and/or uploaded to
BingImage that may or may not have been sent. According to Microsoft, the file 069b989e-9818-4e12-9862-

7¢c263d89844.jpg was uploaded on 20 January 2019 at 19:29:10 UTC using Microsoft BingImage. Microsoft
captured the I.P. which was used to upload the aforementioned file as being 72.9.27.159.

Microsoft confirmed that the One (1) file in question and its entire contents were reviewed by staff at Microsoft.
Microsoft also ranked the content of the one (1) image(s) uploaded. Microsoft utilizes an Image Categorization by
ESP, “A” for [Prepubescent Minor] and “B” for [Pubescent Minor]. Additionally, it narrows the 1mage content
with a one (1) or a two (2). One (1) indicates a “Sex Act”, whereas two (2), indicates a “Lascivious Exhibition.”

This image was ranked as being AZ2.

1. File Name: 069b989e-98{8-4e12-9862-7¢cc263d89844.jpg
Description: This color image that depicts a nude prepubescent female posed on a beach

exposing her vagina and breast area.

Your Affiant viewed the above list of file(s) and confirmed that the file(s) appears to depict children, under the age
of eighteen (18) years old engaged in sexual acts and/or pose, and is believed to be child pornography 1in violation

of Pennsylvania Crimes Code Section 6312 - Sexual Abuse of Children.

A check of publicly available records located online by an organization known as the American Registry of
Internet Numbers (ARIN), determined that the Suspect I.P. address 72.9.27.159 was assigned to a company known

as Atlantic Broadband.

Your Affiant completed an Administrative subpoena #02220 for Atlantic Broadband for subscriber information

pertaining to the IP address utilized [72.9.27.159] on 20 January 2019 at 19:29:10 UTC. The Administrative
subpoena was reviewed by Deputy Attorney General, DAG Dave DRUMHELLER. I then sent Atlantic

Broadband subpoena # 02220 via email to subpoenas@atlanticbb.com as per their individual instructions.

A response from Atlantic Broadband Subpoena # 02220 was received regarding IP Address 72.9.27.159 on 20

January 2019 at 19:29:10 UTC. Atlantic Broadband subpoena #02220 indicated.in their response that “Fay
‘ aforementioned activity

AOPC412A —-Rev. 7/18



& POLICE CRIMINAL COMPLA
OTN/LiveScan Number Complaint/incident Number
i/ 14 A51Y27- 56-2556
| First: Last:
DAVID " | s

Subscriber Information

2441 Atlantic Broadband
IP Address: 72.9.27.159 on 01/20/2019 19:29:10 (UTC)
Account Number: 8282100030055289
Subscriber Name: Fay Shields

Service & Billing Address: 180 Stone Church Rd., Berwick, PA 18603-6506
Account Activation Date:  04/11/2006
Account Deactivation Date: Account 1s still active

Associated Email Addresses: N/A

Your Affiant contacted United States Postal Inspector Michael Corricelli to conduct an address check on 130
Stone Church Rd., Berwick, PA 18603, Columbia County.

An intelligence analyst with the Pennsylvania Office of Attorney General conducted a query within the
Pennsylvania Justice Network (JNET) portal to determine whether the Pennsylvania Department of Transportation
(Penn DOT) had any driver demographic information pertaining to the aforementioned individual(s) living at 180
Stone Church Rd., Berwick, Pa 18603, Columbia County. JNET is a secure database in which access is limited and
restricted to individuals or entities with appropriate law enforcement or social service credentials. Penn DOT had
driver demographic information for all individuals. According to the Penn DOT search of 180 Stone Church Rd.,
Berwick, Pa 18603, Columbia County, it was determined that Fay SHIELDS (DOB:25 July 1948) and David
SHIELDS (DOB: 26 November 1953) all are listed as residing at the 180 Stone Church Rd., Berwick, Pa 18603,
Columbia County address.

In addition, Inspector Corricelli responded to my request with the following information. According to the Postal
Office, Fay SHIELDS and David SHIELDS are the only two individuals who receive mail at 180 Stone Church
Rd., Berwick, PA 18603, Luzerne County.

On 11 April 2019, Your Affiant obtained a Search Warrant for 180 Stone Church Rd., Berwick, Pa 18603, (Luzerne

County). Agents from the Pennsylvania Office of Attorney General executed a search warrant at 180 Stone Church
Rd., Berwick, Pa 18603, (Luzerne County).

At approximately 0648 HRS, agents knocked on the front door of 180 Stone Church Rd., Berwick, Pa 18603,
(Luzerne County) and announced the presence of police with a search warrant. After the announcement of police
with a search warrant the only subjects in the residence were Fay Shields and David SHIELDS. David Shields
appeared at the door and opened the door. Both David SHIELDS and Fay Shields exited the front door of the
residence. At this time, Agents of the Attorney General’s Office and members of the Salem Township Police
Department entered the residence. No other individuals were present at the residence.

Your Affiant informed David SHIELDS (herein referred to as David) that the Pe sylggnia Office of Attorney
General had a search warrant for the residence. David indicated that he lives at the gaide c¥a sime with his wife

Fay and no other subject were inside or lived at that residence, 180 Stone Church &,ﬁ’m@k‘;]{
’ N
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Date Filed: OTN/LiveScan Number Complaint/incident Number
Ik X 251427 - 56-2556
e | First: Last:

Your Affiant and Special Agent Casey Hassinger met with David SHIELDS and asked him if he’d be willing to
speak with Agents regarding the reason for the search warrant David indicated the he would. Special Agent Casey
Hassinger and Your Affiant escorted David SHIELDS to a rear bedroom and David was asked to have a seat on
the bed to be comfortable. Your Affiant informed David that the reason for the interview was relating to a
computer related crime for possession of Child Pornography. Your Affiant informed David that he believed that
he knew the reason also. David was asked for his consent to audio record the interview. David declined and
would not allow the audio recording of the interview.

At approximately 0700 hrs., your Affiant advised David SHIELDS of his Miranda rights, which he understood.
David indicated that he can read and write the English language proficiently. David reviewed a paper copy of the
Miranda rights, which he read and agreed to speak with Agents without an attorney present and then signed the form.
David provided the following information. He has lived at the residence since 2004 and is currently retired from
teaching after 33 years. David has internet service to the residence through Metro Cast which is now referred to as
Atlantic Broadband. He does not have a wireless router in the residence and only has an Apple Desktop computer.
The Desktop does not have a password or any profile names. David stated that he is the main user of the computer.
The computer was purchased new from Best Buy approximately five years ago.

Your Affiant asked David if he had viewed child pornography to which he replied “I guess certainly it would not be
Fay.” David stated that he has looked at pornography but did not know that it was illegal. David stated that he
goes to pornography sites such “Xhamster” and did not recall what search terms he used. Your Affiant asked David
1f he looked or viewed Child Pormography and what Child pornography meant to him. David stated to him it was
little kids engaged 1n sex activity. David stated that he did not think the pictures he was looking at were inappropriate
because most were pictures of children that were not completely nude. David stated that he would become sexually
aroused and would masturbate to the pictures. Your Affiant asked if he would view pics and videos. David stated
that he only looked at pictures of the Children but did view videos of adult pornography.

David stated that he would search some keywords as “Tween” or “Jail bait” but did not recall others that he may
have used. David stated that he looks at all kinds of pornography several times per week but only child pornography
maybe once per month. David stated that he did not believe the images to be illegal because the children were
partially clothed, usually wearing bikini bottom. David described some of the subjects in the images as having
developed breasts and some without. David stated that the last time he viewed child pornography was a few weeks
ago but did view normal adult pornography as recent as yesterday (10 April 2019).

Special Agents David Middendorf, Computer Forensics Unit, assisted on scene with previews of the electronic
storage devices located within the home. In a preview of David’s desktop computer and a loose hard drive from a
computer tower that was found together in the office room (letter “C”) on the floor, approximately fifty images of

child pornography (twenty-four of which depicted indecent contact on minors) we(r{exlg%g%d. It 1s important to note

s

that the images and videos located on the devices represent only a minor samplinzg | : pp\a{en'g‘child pornography

‘ ‘N
actually found on the items. S O,

”~
. *

All electronic items were transported to the Computer Forensics Unit’s secured evidenc: ro
forensic analysis of the items can be completed. ‘

AOPC412A —Rev. 7/18
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Docket Number: Date Filed: OTN/LiveScan Number Complaint/incident Number
n) 11 X 25[(Yy27- 56-2556
. First: Last:
efendantName: | DAVID m SHIELDS

| CERTIFY THAT THIS FILING

POLICY OF THE UNIFIED JUDI
INFORMATION AND DOCUMENTS DIFFERE

Sworn to me and subscribed before me this l y day of
Date | u
My commission expires first Monday of January, 20 Z C(



